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1
Decision/action requested

This contribution proposes a conclusion for the AMF re-allocation study. 
2
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3
Rationale

AMF Re-allocation via RAN does not provide any security isolation between the initial AMF and the target AMF as for the target AMF to be able to serve a particular slice exclusively it is required that the initial AMF pass the UE to the target AMF. Whether in addition security material is passed indirectly from the initial AMF to the target AMF does not change the amount of trust required as the target AMF can run a fresh authentication to generate keys that are unknown to the initial AMF (note: this is required when no security material is passed between them). 
Put another way there is no security threat to the target AMF even if the target AMF uses the keys (or security context) provided by the initial AMF since those keys are only used to protect a new authentication procedure by the target AMF and new keys are derived after completion of the authentication.  Similarly, there is no threat to the initial AMF as it can pass keys to the target AMF that have at most been used for protecting traffic in a registration procedure. 

Selecting a solution that involves UE changes mean that the issue will remain unsolved for legacy UEs that do not support or are not aware of such solution. Hence such a solution is better avoided as there are suitable solutions that do not affect the UE. 
Given the above points, we believe that solutions #9 and #10 are the most suitable candidate. 

Furthermore, the chosen solution should not spend cleartext IEs to the RAN so the RR message that the UE sent to the network should be the one that is sent via the RAN
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].

**** START OF CHANGES ****
7
Conclusions


Solution #9 or #10 are taken as the basis of normative work. 
The chosen solution sends the RR message sent by the UE from the initial AMF to the Target AMF to avoid the possibility of exposing cleartext IEs to the RAN.
**** END OF CHANGES ****
